As an OMB-approved
Information Systems Security
Shared Services Center, we
provide both independent and
operational security services
to assist you in achieving and

maintaining FISMA compliance.

Our end-to-end service
offerings complement your
existing security program.

Our security teams have
extensive IT and Federal
government work experience.
Our team members have

also worked in a variety of

WWW.ESC.gov

For inquiries, please contact ESC
at 405-954-4444 or by email at
ISS_Services@esc.gov.

Information Security Services
FOR FEDERAL AGENCIES

industries in the private sector,
as well as for other government
agencies including the
Department of Defense. As a
Federal government agency, we
are positioned to understand
your needs while staying
abreast of current trends and
governing security guidelines.




Enterprise Services Cent

Independent Information Security Se About Enterprise Services Center

+ FISMA Compliance using NIST Requirements: In the 1980’s the U.S. Department of Transportation
W [nitial Assessments & Authorizations (AGA) committed resources to create an unparalleled team of
B Ongoing Security Assessments in support of professionals dedicated to supporting the diverse business
Continuous Monitoring needs of its agencies. Today, a group called the Enterprise
* FedRAMP 3PAO Assessments of Cloud environments Services Center, assists numerous agencies with a wide range of
* Pre-Audit Consultation -- Minimize your IT findings business needs.
+ Mitigation Consultation and Independent Verification

oo ESC has become a provider of choice because we take the time
& Validation (IV&V) , . .
to learn our customer’s business processes and requirements. We

Operation al Security Services analyze the unique expectations of each customer, determining

their service level needs and then develop an economic and

+ Specialized Vulnerability Scanning efficient means of support.
B Penetration Testing
B Database Scanning ESC has extensive experience servicing other Federal
ISSO Services organizations to include: the Government Accountability

Disaster Recovery Consultation and Testing Ofhice, National Credit Union Admmlstratlon? [.)epartme:nt of
Commerce, Consumer Product Safety Commission, Pension

Risk Management Framework Lifecycle Services ) )
Benefit Guaranty Corporation, U.S. Air Force, U.S. Coast

Incident Response Plannin . . .. . . .
. ? ) & ) ‘ Guard, Social Security Administration, Transportation Security
Creation/Maintenance of Security Documentation

Interface MOU/ISA Negotiations

Secure Web-based ISS Toolsets the Arts, General Services Administration, Department of
ESC Se curity Team Qu alifications Agriculture, Em‘/ironmenta‘l Protection Ag‘eflcy, Institute of
Museum and Library Services, U.S. Securities and Exchange
Our Federal staff holds a share of the following: Commission and the entire U.S. DOT.

*  Certified Information Systems Security
Professional (CISSP)

* Certified Information Systems Auditor (CISA)
* Certified Business Continuity Professional (CBCP)

Administration, Office of Personnel Management, Commodity
Futures Trading Commission, National Endowment for
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FedRAMP

3PAO

Accredited

+ NDU CNSS 4011-4016, CISO and CIO Enterprise Services Center Designations:
Certificates February 2005

+  Certified Authorization Professional (CAP) OMB Financial Management Line of Business (FMLoB)

*+ Certified in Risk and Information Systems Control Shared Service Center for Financial Management
(CRISO) January 2009

* GIAC Certified Forensic Analyst OMB Information Systems Security Line of Business

. . . (ISSLoB) Shared Service Center for Risk Management
Benefits of Partnermg with ESC Framework (RMF) and other Security Services

OMB-approved Security Services May 2012

GSA-accredited Cloud assessment Services GSA Third Party Assessment Organization (3PAO) under
ISO 9001:2008 Certified Organization the Federal Risk and Authorization Management Program
Years of NIST-based assessment experience (FedRAMP)

Franchise/Fee-for-Service Flexibility

Not Profit Driven; Low Labor Rates K S 7 mp [ %ﬁ/ }/0 ur ‘% 7 k
Optimized A&A Process with Lean Six Sigma ESJ‘ WWW.e5C.g0V

Independence of AGA Services Validated by 3rd Party
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